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Introduction
The Risk Management Process
Risk management is the systematic process of understanding, evaluating and
addressing risks to maximise the chances of objectives being achieved and
ensuring organisations, individuals and communities are sustainable. Essentially,
effective risk management requires an informed understanding of relevant risks,
an assessment of their relative priority and a rigorous approach to monitoring and
controlling them.
The Council’s risk management process is based on the Risk Management
Standard - Institute of Risk Management (IRM), National Forum for Risk
Management in the Public Sector (ALARM), Association of Insurance and Risk
Managers in Industry and Commerce (AIRMIC) the key stages are set out in the
diagram below and explained in further detail throughout the handbook:

Stage 1
Clarify Key Priorities

Stage 5
Review & Report Risk








Monitor Risk Impact
Review effectiveness of action
Has the risk changed?
Who needs to know?



Objectives
What are our goals and
priorities?
Business plans

Stage 2
Identify Risks

Stage 4
Response to Risk










Treat
Tolerate
Transfer
Terminate
Allocate responsibility



Stage 3
Evaluate/Assess Risks




Determine likelihood and
impact
Evaluate risk scores
Identify existing controls
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What can happen?
What can go wrong?
How and why can it
happen?
Are there any
opportunities?

Introduction (continued)

The main types of risks faced by local authorities generally fall into two
categories: corporate risks and operational risks.
Corporate Risks
At this level the focus will be on the key risks to the successful achievement of
organisational objectives or to the survival of the organisation itself. Corporate
risks are those which are significant enough to affect the Council’s performance,
delivery of long term strategic objectives, business survival or growth for the
future.
These can also be operational/service risks which have an impact beyond one
service area and / or are of such significance that they need to be highlighted
corporately.
Operational Risks
These concern the day-to-day service delivery issues that the organisation is
confronted with in delivering its objectives. Usually these risks will be recorded in
service risk registers and managed by service / team managers and monitored
and challenged by Department Management Teams (DMTs).
The basic method of risk identification and assessment will be the same for both
Corporate and Operational risks, it is only the way in which they are considered
which will differ.
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Stage 1 - Clarify Key Priorities
Stage 1 – Clarify Key Priorities
The first stage of risk identification is to make sure you understand what
you are trying to achieve, what your objectives are and what needs to
happen to ensure these objectives are achieved. Objectives can be at
team, service or corporate level.
The Council sets its strategic targets in the Corporate Improvement Plan
(CIP) and from these clear business objectives are formulised for each
service area (Business Plans).
The business planning and project management processes will be the main
(but not the only) source of risk identification. For example the Self
Evaluation process completed as part of the Business Plan will also identify
risks as will the “risk” section in corporate reports. Reports to Committees
should contain risk assessments, to support policy decisions. The Council’s
risk management methodology should be followed to produce these risk
assessments and a summary of the findings given in the report.
All risks identified should be included in Service and / or Directorate
Risk Registers and if appropriate escalated to the Corporate Risk
Register.
Once key priorities have been identified next examine what needs to
happen to ensure these objectives are achieved. Sub dividing
objectives/priorities into a set of activities can make identifying potential
obstacles more manageable.
It can also help to understand what resources you use and who you
engage with in order to identify potential areas of risk.
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Stage 2 - Risk Identification
Stage 2 – Risk Identification
The aim of risk identification is to identify the most significant risks facing the
Council so that the most effective methods of prevention or management can be
determined. Risk management should be used in strategic planning, change
initiatives, project management, partnerships and any decision making process;
in simple terms risk identification is thinking about what needs to happen to
ensure key priorities are achieved and asking “what could happen?” to prevent us
achieving them.
Departments will decide on the most appropriate method for them in identifying
risk; however it is important to involve the right staff i.e. those who are able to
identify day to day problems as well as managers with an overall perspective of
service and corporate priorities. Risks can be identified in a number of ways. For
example:







Brainstorming sessions with colleagues, perhaps through a workshop
SWOT analysis, flowcharts, questionnaires
Analysis of performance data
Information from independent reviews (e.g. Health and Safety Executive,
Wales Audit Office)
Reviews of last year’s problems, self-evaluation process ,
recommendations from internal and external audit
Scanning for new and emerging risks, new agendas and regulations
General understanding of the risks by experienced managers / staff of
working practices.

One widely used approach in risk identification is a prompt list which can prove
helpful when trying to understand the breadths of hazards facing the Council.
The diagram below outlines some of the key categories of risk facing the Council.
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Stage
2 -2Risk
Identification
(continued)
Stage
- Risk
Identification
(continued)
The list is not definitive but should provide a framework for identifying a broad
range of risks facing each department/service.
It will also ensure that the process is not concentrated on purely operational or
financial risks. The table at Appendix A gives more detailed examples of each
category. It is just a prompt and there is no need to get caught up in which risk
falls under which category, the categories are just a guide to aid your thinking.
Not all categories will be applicable to all services.
Whichever methods are chosen, risk identification should be approached in a
methodical way to ensure that all significant activities have been identified and all
the risks which arise from these activities have been defined. It is important to
consider different levels of risk, ranging from day-to-day potential problems to
'showstoppers' (e.g. loss of premises, failure to achieve a corporate priority,
fatality).
Risk identification should be carried out on a regular basis and at all levels.
Emerging risks and changes to current risks will be identified at service,
department and corporate level. For example Corporate Leadership Team (CLT)
will become aware of risks arising from new legislation, national directives,
political change, risks highlighted in corporate reports and these risks should be
considered for the Corporate Risk Register if they are significant enough to affect
the Council.
The thoughts and ideas from the risk identification exercise need to be developed
into actual risks which can then be measured using weighting criteria in order to
compile the top scoring risks.
Describing Risk
Expressing a risk can often be harder than it first seems and it requires some
basic assumptions about a situation and re-evaluating the elements that are most
important. It is essential that the description allows the risk to be understood by
anyone and a disciplined approach to how you document risks will make the rest
of the management process easier. Care should be taken to avoid defining risks
with statements which are simply the opposite of the objectives
A Risk Description should try to capture the following:





Risk Trigger: details of what event or cause is likely to trigger the risk to
materialise. It is important to consider “why” here. E.g. if the failure to carry
out a process could trigger the risk then what are the reasons that the
process might not be carried out.
Risk Event: a brief description of the risk
Risk Consequences: detail of the impact that will occur if the risk does
materialise

A risk can have multiple causes and multiple consequences. By thinking of a risk
and its impact in terms of the cause, event and consequence it is easier to identify
the root cause of a risk and will help to filter out things that shouldn't be there (i.e.
things that are general management concerns). It will also help identify which risks
are significant and assist in targeting the controls to ensure that all the potential
triggers are addressed and plans can be made for all potential consequences
should the risk occur.
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Stage 2 - Risk Identification (continued)
To assist the process of risk description the Risk Register Template (Appendix C)
includes columns for triggers and consequences. As there can be multiple triggers
and consequences bullet points can be utilised.
Some ways to articulate risk include phrases such as:
 Failure to …..
 Inability to…..
 Loss of ……
 Inappropriate …
… due to…. leads to…. and/ or…… results in
 Reduction of …..
 Disruption to ………
 Increase in …..
 Lack of ……
A risk can have multiple causes and multiple consequences. By thinking of a risk
and its impact in terms of the cause, event and consequence it is easier to
identify the root cause of a risk. A good description will help to filter out things
that shouldn't be there (i.e. things that are general management concerns) and
will also make it easier to define which risks are significant.
Example
Description of Risk
Loss of key staff /
Failure to recruit /
retain staff.

Trigger












Sickness / stress
Downsizing to meet
necessary savings
Other employers more
attractive / Councils
financial situation
means Council seen as
not good employer / not
stable
Alternative service
delivery models
Lack of strategic
approach to human
resource management
to include workforce
planning
Lack of investment in
workforce
development.
Lack of appreciation of
the need to consult and
communicate with staff
Reliance on one or two
key / specialist staff
Threat / uncertainty
around reorganisation
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Consequences











Not having the
capacity and
capability to deliver
services
Recruitment and
retention issues
Breakdown in
employee relations
Failure to deliver
priorities
Direct Impact on
service delivery
Increased sickness /
absence
Reduced staff
engagement
Reduced staff
morale
industrial relations
breakdown

Stage 2 - Risk Identification (continued)
Risk Classification
The individual risks which are identified will not be independent of each other;
rather they will typically form natural groupings. For instance, there may be a
number of risks which can be grouped together as “resource management” and
further risks which can be grouped together as “environmental”.
Corporate risk themes have been developed in order to group risks together and
identify “clusters” of risks from the Service and Directorate risk registers. This will
support the development of the Corporate Risk Register. These can be found at
Appendix B.
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Stage 3 - Evaluate/Assess Risks

Evaluation and Assessment of Risk
Once risks have been identified, they need to be scored in order to identify which
pose the greatest threat (prioritisation). This is done in terms of the likelihood of
them occurring and the impact they might have if they do.
Inherent (before controls) and Residual Risk (after controls)
Risks will be scored twice, once without any controls in place which will be the
inherent risk score and once taking into account the control measures which will
determine the residual risk score.
Blaenau Gwent has adopted a 3 by 4 matrix approach (below) where the
likelihood will be rated with a score between 1 to 3 and the impact between 1 and
4. A risk score is calculated by multiplying the likelihood and the impact together.
This will be the inherent risk score (without any controls in place).

Likelihood

Risk Matrix - Blaenau Gwent Council’s risk matrix.
High

3

3

6

9

12

Medium

2

2

4

6

8

Low

1

1

2

3

4

1

2

3

4

Impact
Key

Low
1–3

Medium
4-6

High
7-9

Critical
Above 10

By utilising the Risk Matrix the potential impact is given a score of low, medium,
high or critical. This method of scoring will not automatically identify which areas
of risk require greatest attention but it does give an approximate ranking and will
hopefully bring the risks down to a manageable number (highlighting those which
are low enough to omit from risk registers). This will make managing, monitoring
and reporting easier.
It is important to note that risks are not constant and some will only occur at
particular times. The severity of their impact will also vary depending on when
they occur. Knowing when the threats present the greatest risk will help identify
the appropriate response (e.g. loss of staff in normal flu season)
The risk will also need to be scored again taking into account the control
measures in order to determine the residual risk score.
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Stage 3 – Evaluate/Assess Risks (continued)

Scoring Guidelines
The process of scoring risk is subjective and everyone will have a different
perception of a particular risk. To help in this process and to introduce a common
baseline so that individual risks (financial and non-financial) can be compared on
a like by like basis across the Authority, formal quantification guidance has been
introduced.
Undertaking this process as a collective exercise and including other team
members in the scoring process will also get a more balanced view.

The prioritisation of services (P1-P4) is determined within the Business Impact
Analysis section of the business planning process. This is where you consider
the human welfare, environment/ infrastructure, legal, financial and reputational
impact of not providing the services.
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Stage 3 – Evaluate/Assess Risks (continued)

IMPACT OF RISK
Impact / Outcome
One or a combination of
the following

Low (minor)

Medium (moderate)

High (Significant)

Critical (Major)

Financial / Business
Budget Impact

Low financial loss or
overspend of less than.
£50,000

Financial loss or
overspend of £50,000 £250,000

Financial loss or
overspend of £250,000 £1,000,000

Financial loss or
overspend of over
£1,000,000.

Unless the loss or
overspend can be offset
within service budgets.

Unless the loss or
overspend can be offset
within service budgets.

Re - alignment of
Corporate Budget

Re - alignment of
Corporate Budget

Minor / brief disruption
to operations requiring
action / minor delay.

Moderate disruption / for
a short period. Services
do not fully meet needs.

Significant disruption.
Key targets missed,
service compromised.

Major disruption /
Cessation of core
activities, service is
severely degraded.

Handled within the
normal day to day
routines

Service action will be
required.

Management action
required to overcome
medium term difficulties.

CLT action required.

Less than 20 day loss of
service to non- urgent
(P7) service area.

Less than 24 hour
partial loss of service (s)
with P1 or P2 Activities

More than 24 hour
significant loss of
service(s) with P1 or P2
activities

More than 24 hour total
loss of service(s) with
P1 or P2 activities

Less than 5 day
significant loss of
services (s) with P3 or
P4 activities

More than 5 day
significant loss of
service(s) with P3 or P4
activities

More than 5 day total
loss of service(s) with
P3 or P4 activities

Less than 10 day
significant loss of
service (s) with P5 or P6
activities

More than10 day
significant loss of
service(s) with P5 or P6
activities

More than 10 day total
loss of service with P5
or P6 activities

Effect on service
delivery

Or
Effect on service
provision (refer to the
Business Impact
Analysis in the Business
Plan)

Implications for
achievements of key
targets / objectives

Impact on the delivery
of, or failure to achieve,
one or more Service
Area Priorities / Service
Area Strategic
Objectives.

Impact on the delivery
of, or failure to achieve,
one or more Directorate
Priorities / Directorate
Strategic Objectives.

Impact on the delivery
of one or more
Corporate Priorities /
Corporate Strategic
Objectives or Corporate
Collaborations.

Failure to deliver one or
more Corporate
Priorities / Corporate
Strategic Objectives or
Corporate
Collaborations.

Effect on stakeholders /
community

Some minor / short term
effect on stakeholders’
welfare / wellbeing /
financial stability.

Moderate / short terms
effect on stakeholders’
welfare / wellbeing/
financial stability.

Significant / medium
term effects on
stakeholders’ welfare /
wellbeing / financial
stability.

Major / long terms effect
on stakeholders’ welfare
/ wellbeing / financial
stability.
May face life
threatening
consequences
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Stage 3 – Evaluate/Assess Risks (continued)
IMPACT OF RISK
Impact / Outcome
One or a combination of the
following

Low (minor)

Medium (moderate)

High (Significant)

Critical (Major)

Health and Safety and Human
Welfare.

Minor injury no injuries
beyond ‘first aid’ level.

Moderate Injuries
requiring medical
treatment

Serious injuries or
stressful experience
requiring long term
medical treatment.

Fatality(ies)

(Impact can be on staff or the
public)

Minor impact on staff
morale / stress levels

Potentially some
workdays lost

Multiple workdays lost.
Incident reportable to
HSE i.e. serious injury /
over 7 days lost from
work.

Life threatening or
multiple serious injuries
or prolonged workplace
stress.

Legal, Statutory Compliance
and Reputation

Breaches of local
procedures / standards

Breaches of regulations
/ standards

Breaches of law
punishable by fines.

Increase in complaints
minimal reputational
damage; little public
interest; unlikely to have
impact on corporate
image.

High potential for
complaints; local press
coverage; litigation
possible

Adverse national
publicity;

Possible criminal or high
profile civil action
against the Council,
Members or Officers.
Intense national media
attention.

(e.g. complaint to
Ombudsman)
Short term reduction in
public confidence
Some unfavourable
media coverage
leading to short term
reduction in public
confidence

Long term reduction in
public confidence

Public enquiry /
intervention by external
regulators.

Scrutiny required by
external agencies, (e.g.
Audit Commission)
Fines of between
£250,000 to £1,000,000

Requires resignation of
Officers and Members
Total loss of public
confidence Fines of
over £1,000,000

Implications for the
Environment

Incident with no lasting /
short term detrimental
effect on the
environment or the
community. E.g. noise,
fumes, dust

Medium term public
health / environmental
incident. Local
discharge of pollutant or
source of community
annoyance requiring
remedial action

Long term major public
health / environmental
incident

Extensive detrimental
long term impact.

Impact on Key Partnership /
Major Project

Minimal effect on
partnership / project

Adverse effect on
partnering
arrangements / Major
project

Significant impact on
partnership or most of
expected benefits fail
Significant impact on
delivery of major
project.

Complete failure /
breakdown of
partnership / major
project

Moderate impact on
stress levels, morale
and performance on
teams rather than by
individual case (i.e. not
isolated)

Significant impact on
morale and
performance.

Major / Severe impact
on morale and service
performance.
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Stage 3 - Evaluate/Assess Risks (continued)
Assigning the best estimate of likelihood can be a simple or complex task. For example
detailed historical records of flooding can help assess the likelihood of future flooding. On the
other hand, where little or no previous data exists, it will be necessary to assign likelihood - for
example, the likelihood that a contractor might become bankrupt.
As we are trying to predict and describe future events, we recognise that there is a degree of
uncertainty in our assessments – they involve judgement as well as measurement, and the
precise value will not be known exactly in advance. A knowledge of external or internal factors
which could affect the likelihood will also need to be considered.
If a risk has occurred in a similar operating environment then this should be used to inform the
likelihood assessment. E.g. if a particular risk has occurred in another Council.
To assist, the guidance below has been developed. Likelihood of occurrence has been given in two
formats the most suitable of which can be used. Sometimes neither will apply and the assessment of
likelihood will be based on the judgement of the person evaluating the risk.
LIKELIHOOD OF RISK
Factor
Low
(unlikely)

Score
1

Description
Very unlikely
to occur; only
in exceptional
circumstances.

Likelihood of occurrence




2
Medium
(possible)

Unlikely to
occur but
could
transpire at
some point.





High
(likely)

3

Almost certain
to occur.





Has not happened in the past 5 years
or more (either in BGCBC or in a
similar operating environment)
Not expected to happen in the next 5
years or more
Less than 25% probability of
occurring

Has happened in the past 2 – 5
years(either in BGCBC or in a similar
operating environment)
Expected to happen in the next 25 years
25% to 50% probability of occurring

More than 50% probability of
occurring.
Has happened in the past year (either
in BGCBC or in a similar operating
environment)
Expected to happen in the next year.
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Stage 3 - Evaluate/Assess Risks (continued)
Risk appetite
Risk appetite indicates the amount of risk that the Council is prepared to tolerate, accept or be
exposed to and the levels where further action should be planned. The organisation’s Risk
Appetite is the amount of risk that it is prepared to take in order to achieve its objectives. It is
increasingly important for the Council to identify innovative solutions and to explore new
approaches in carrying out its operations and such opportunities will naturally bring new risks.
Setting such a tolerance level means that informed decisions can be made as to whether to
accept a risk rather than to spend time and cost trying to manage it and will aid staff in
understanding the scale of risks which they are expected to deal with and which risks need to
be referred to a more senior level. Without such a limit there is a risk that issues are not
escalated promptly or that too many issues are escalated that should be dealt with at a lower
level.
The black line indicates the “risk appetite” as agreed by Corporate Leadership Team (CLT),
risks that fall to the left of the black line are within agreed appetite and require less managing.
Risks that fall to the right are outside the appetite and therefore need to be escalated to the
Corporate Risk Register and managed more actively. The risk appetite will be reviewed
annually.

Likelihood

Risk Matrix - Blaenau Gwent Council’s risk tolerance.
High

3

3

6

9

12

Medium

2

2

4

6

8

Low

1

1

2

3

4

1

2

3

4

Impact
Key

Low
1-3

15

Medium
4-6

High
7-9

Critical
Above 10

Stage
Stage44––Response
Responseto
toRisk
Risk
Developing appropriate responses to risks (Risk Control/Treatment)
The evaluation stage will have highlighted key risks and given an indication of the priorities.
Risk action planning or risk treatment should only address those risks which are considered to
be at an unacceptably high level and therefore require additional treatment.
The next stage is to decide what the response should be in order to lower the “top” risks, and a
decision will have to be made as to which risks are treated first: - those risks which are more
likely to occur or those risks which have a higher impact should they occur.





Management action should be targeted towards the most significant risk issues aligned
to risk appetite and should be appropriate, achievable and affordable.
Mitigating actions should be targeted towards either the impact or likelihood or both
Consider early how the effectiveness of the action will be monitored
Application of existing or new key performance/ risk/ control indicators

For those risks which require additional treatment, the options for risk treatment are as follows:
Response

Description

Tolerate

Do nothing. Either because the existing measures are sufficient or the risk is out of
our control and we have no influence over it (for example legislative changes). This
will also be the response where the cost of treating the risk is more than the cost of
the risk occurring. In this instance the risk can only be monitored to ensure
likelihood or impact does not change.
Treat
Put procedures in place to reduce the chance of a loss happening or the frequency
of a loss or the severity of the incident. Also known as Risk Reduction. Controls
can be Preventative (e.g. restricting access levels to different levels on IT systems),
Detective (e.g. alarms, quality checks, exception reports, financial reports, Directive
(e.g. procedure manuals, guidance notes, training).
Transfer
Shifting the responsibility or burden for loss to another party, for example though
contracts, insurance, outsourcing, partnerships or PFI agreements.
Terminate Where a risk is so serious that there is no option but to terminate the activity which
is generating the risk. This can be difficult for the Council given the number of
statutory functions.







In selecting the most appropriate risk management strategy the following questions
should be asked: What are existing best practices to control the risk?
Does the control address the underlying cause of the risk?
What resources are needed, are those resources available at this time?
What are the costs associated with the different treatment options against the associated
benefits?
What critical few controls will achieve the level of risk reduction required?
How do other organisations mitigate the risk?

Risks have already been assessed on the basis that no controls exist, (i.e. the inherent risk
score) and the next step is to consider what measures are in place or proposed to minimise the
risk identified and then score again with those controls in place. This will determine the residual
risk score.
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Stage 4 – Response to Risk (continued)

The level of the residual risk will determine whether further action needs to be taken. If the level
of risk remaining is unacceptably high then further action may need to be taken and further
measures should be considered against the cost of risk itself and the reduction of
impact/likelihood.
Example.
Inherent Risk
Score

• Other employers
more attractive /
Councils financial
situation means
Council seen as not
good employer / not
stable
• Alternative service
delivery models

• Lack of appreciation
of the need to consult
and communicate with
staff

• Breakdown in
employee relations

• Proactive
approach to
identifying
changes in work
environment and
deadlines
monitored
closely.

• Failure to deliver
priorities
• Direct Impact on
service delivery
• Increased
sickness /
absence

3

4

• Reduced staff
engagement
• Reduced staff
morale

• Undertake
regular
performance
reviews and
maintain good
morale.

2

4

High

• Lack of investment in
workforce
development.

• Recruitment and
retention issues

Proposed further
controls to
mitigate / reduce
risk

• Communication
with staff with
regards to
downsizing,
changes to service
provision /
workplace
transformation /
long term
employment
situation /
reorganisation.

Succession
planning is
undertaken to
reduce the
impact of
temporary or
permanent loss
of staff.
●

Critical

• Lack of strategic
approach to human
resource management
to include workforce
planning

likelihood

• Downsizing to meet
necessary savings

Impact

• Not having the
capacity and
capability to
deliver services

Current
Controls

likelihood

• Sickness / stress

likelihood

Consequences

Impact

Loss of key
staff /
Failure to
recruit /
retain staff.

Trigger

likelihood

Description
of Risk

Inherent Risk
Score

• Sickness /
absence
monitoring

• industrial
relations
breakdown

• Health and
Safety - accident
monitoring

• Reliance on one or
two key / specialist
staff

• Arrangements
considered in
Business
Continuity Plan

• Threat / uncertainty
around reorganisation

Once identified, all risks should be assigned to an owner who has responsibility for ensuring
that the risk is managed and monitored over time. A risk owner, in line with their accountability
for managing the risk, should have sufficient authority to ensure that the risk is effectively
managed.
The risk owner will not necessarily be the person who actually takes the action to address the
risk. Mitigating actions should be allocated to specific persons with achievable dates for
completion.
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Stage 4 – Response to Risk (continued)

Contingency arrangements
Any risk could suddenly be realised and there is a need to consider in advance what action to
take if a risk develops, contingency arrangements are an essential part of the management
response and should be considered for all risks which have been assessed as either “Critical” or
“High” impact regardless of the potential likelihood level.
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Stage 5 – Review and Report
Risk Registers
A risk register is a record of the information produced by the risk management process. The
risk registers utilised in the Blaenau Gwent structure are Service, Directorate, Corporate,
Project and Partnership. A template for these registers can be found at Appendix C. This is the
template included in the Business Planning workbook
Corporate Risk Register
The Corporate Risk Register (CRR) is a record of the Council most significant risks. These
risks will have the ability to affect the Council’s performance, delivery of long term strategic
objectives and growth for the future or could threaten the Council’s survival.
It is recognised that the Corporate Risk Register could include some service specific/operational
risks which could have an impact beyond a particular service area and/or are of such
significance that they need to be highlighted corporately.
Corporate Leadership Team (CLT) has overall responsibility for the Corporate Risk Register
and will ensure that the risks contained on it are an accurate reflection of the Council’s most
significant risks through review and challenge. Not all high or critical risks will be recorded on
the Corporate Risk Register and some will be de-escalated back to Directorate Risk Registers.
(The Insurance and Risk Management Section will maintain the Corporate Risk Register on
behalf of CLT).
If necessary risks will be re-prioritised so the current situation is reflected, obsolete risks will be
deleted and any new and emerging risks facing the Council recorded.
CLT will ensure that the risks on the Corporate Risk Register are being managed and that
progress against the risk mitigation measures are monitored at appropriate intervals. Risks
which are escalated but not considered for the Corporate Risk Register but which continue to
score as high or critical on Directorate Risk Registers for more than 3 months should be
escalated again to Corporate Leadership Team.
Wider Corporate Leadership Team will review and challenge the risks and control measures
identified in the Corporate Risk Register prior to its submission to CLT. Corporate Overview
Scrutiny Committee and Executive will also review the register on a quarterly basis as part of
the Finance and Performance Report and it will be presented to Council at least annually.
The Corporate Risk Register is supported by Directorate and Service Risk Registers and by
Project and Partnership Risk Registers.
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Stage 5 – Review and Report (continued)
Directorate risk registers
Directorate Risk Registers (DRRs) are a record of the most significant risks facing the
directorate. They will be utilised to manage the risks which have been escalated from the
Service Risk Registers which will usually be scored as high and critical.
These registers are managed by Departmental Management Teams who also have the
“freedom” to decide which risks should sit on the Directorate Risk Registers although as a
minimum this includes any risks which are above the tolerance level of the Council (i.e. critical
and high risks). It may be that some Directorate Risk Registers also contain risks which are
below the risk tolerance but which require careful management to ensure they do not escalate.
The aggregate effect of risks which are identified in all service areas should also be taken into
consideration. These risks are most likely to be “operational” in nature e.g. reliance or failure of
IT, loss of key staff, protection of information etc. and while they may result in differing risk scores
individually DMT’s may decide that as they can affect the whole Directorate they warrant a place
on the Directorate Risk Register. The easiest way to manage this is one risk entry with a score
determined by DMT.
Directorate Risk Registers will be reviewed by DMTs in line with the monitoring guidelines
In order to escalate a risk to the Corporate Risk Register Directorates will need to notify the Risk
and Insurance Team who will take details of the risk directly from the appropriate Directorate
Risk Register.
This will usually be carried out at quarterly updates however It is important to note that
escalation to the Corporate Risk Register can be carried out at any time and this does
not need to be delayed until the next monitoring period.
Service risk registers
Will be produced as part of the business planning process and should contain all those risks
affecting the day to day departmental operations.
Tier 1 and Tier 2 business planning workbooks aim to capture all service risks and are managed
by team and service managers.
Department Management Teams will review and challenge Service Risk Registers and escalate
any appropriate risks to Directorate Risk Registers. Risks which are above the risk appetite or
tolerance level of the Council (i.e. critical and high) will be escalated to the relevant Directorate
Risk Register and the Corporate Risk Register if appropriate.
Project and Partnership Risk Registers
The process for the identification of risk should be undertaken for projects, partnerships and at
the outset of a programme of change management and should be recorded in appropriate risk
registers (e.g. project, partnership etc.).
The process in the handbook is suitable for managing risk within projects; however the detailed
guidance for likelihood and impact may not be suitable for evaluation of risks for all projects.
More specific guidance for evaluation of risks within a project can be found in the Council’s
Project Management Framework.
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Stage 5 – Review and Report (continued)

The risk posed by the failure of a particular project may need to be recorded on the Corporate
Risk Register: i.e. where the failure results in a risk which can be measured as critical or high
using the impact table within the Risk Management Handbook
Occasionally a risk within a project may also become significant enough to be escalated to the
Corporate Risk Register and should be done so in the normal way.
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Stage 5 – Review and Report (continued)
Risk Escalation
To ensure that risks are considered at the appropriate management level the following
escalation process has been established:
EXECUTIVE
Review the Corporate Risk Register quarterly as part of the
Finance and Performance Report







SCRUTINY COMMITTEE
Corporate Overview review and challenge the Corporate Risk Register
(quarterly) as part of the Finance and Performance Report and make
recommendations to the Executive Committee
As part of the performance management arrangements all committees
to review and challenge significant risks on relevant directorate risk
registers (on an exception basis as a minimum)












CORPORATE LEADERSHIP TEAM (CLT)
(on a quarterly basis)
Provide ownership for the Corporate Risk Register
Review and challenge the Corporate Risk Register on a quarterly
basis
Agree risks to be included on the Corporate Risk Register
(including those escalated from Directorate Risk
Registers)

WIDER CLT(quarterly)
Review and challenge the Corporate Risk Register and make
recommendations to CLT.
Review and challenge Directorate Risk registers on a rolling
basis

DEPARTMENTAL MANAGEMENT TEAM (DMT)
(quarterly)
Review and challenge risks on the Directorate Risk Register in
accordance with monitoring guidelines
Review and challenge Service Risk Registers and consider risks for
inclusion on the Directorate Risk Registers
Consider risks for escalation to the Corporate Risk Register



SERVICES
Maintain and review Service Risk Registers in accordance with
monitoring guidelines
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Stage 5 – Review and Report (continued)
Risk Monitoring
Risks do not remain constant. New risks will arise that have not been previously considered on
the existing Risk Registers and the environment in which the risks exist will change making
some risks more critical or others less important.
You need to keep track of the identified risks, monitor the effectiveness of your risk responses,
identify new or changed risks and delete risks which are no longer relevant. This means having
effective reporting mechanisms in place and ensuring that risk is covered in all key reports and
reviews. Any risk could suddenly be realised and become a significant issue, even those that
have been assessed as having a relatively low likelihood.
The questions asked during monitoring should be:












Is the risk still relevant?
Is there any movement in the risk score?
Are the controls still in place and operating effectively? An examination of control checks,
exception reports, accident reports, financial reports such as budget monitoring reports
will assist in this process and could provide an alert that a risk is more likely to occur.
Has anything occurred which might change its impact and/or likelihood?
Have any significant control failures or weaknesses occurred since the last monitoring
exercise?
If so does this indicate whether the risk is increasing or decreasing?
If the risk is increasing do I need to introduce more controls or think of other ways of
mitigating the risk?
If the risk is decreasing can I relax some existing controls?
Are controls / actions built into appropriate action plans?
Have any of the existing risks ceased to be an issue (and can therefore be deleted)?
Have any risks scoring high or critical which have previously been escalated (but not
included) in the Corporate Risk Register remained on Directorate Risk Registers scoring
high or critical for 3 months? If so these should be re-escalated for consideration.

Risks are categorised using a 'traffic light' or (red, amber, green) system and suggested
monitoring arrangements for each category have been provided in the following table.
It is important to note that as risk management is a dynamic process it is vital that all risk
registers are kept up to date. The assessment of likelihood and impact will need to be updated
in order to take into account the control actions undertaken and contingency arrangements will
need to be reviewed in response to changing internal and / or external events when they
occur.
All risks have the ability to increase in severity very quickly, so if the risk
does look more likely to happen do not wait until the next review is due … do
something about it.
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Stage 5 – Review and Report (continued)
Monitoring Guidelines
How the risk should be
managed

Level
of Risk

Indicated
by

Frequency
of review.

Low

Green
score
1 -3

Risks are unlikely to require
mitigating actions but status should
be reviewed frequently to ensure
conditions have not changed.

0 – 12
months

Service Risk Register
– to be monitored by
team meetings and
DMT.

Department
Management
Teams.

Medium

Amber
score
4-6

These risks should be monitored to
ensure they are being appropriately
managed and they do not escalate
to a higher category of risk.

0-6
months

Service / Team Risk
Register
– to be monitored by
team meetings and
DMT.

Department
Management
Teams.

Consideration should be given to
risk mitigation if this can be done
cost effectively

High

Red
score
7-9

These risks are significant and
consideration should be given
to the development of strategies
to reduce or eliminate the risk
and to ensure that the risk does
not become critical.
Contingency plans may be
required.

Monitoring

Reporting

Some amber risks may
be included on the
Directorate Risk
Register to enable
DMT to monitor
closely.
0 – 12
weeks

Directorate Risk
Register –
Department
Management Team
(quarterly),

Corporate Risk
Register
Executive (quarterly)

Corporate Risk
Register –Wider CMT
and Corporate
LeadershipTeam
(quarterly)

Corporate
Overview
Scrutiny
Committee
(quarterly)
Council (annually)

Critical

Dark red/ These risks are critical and require 0 – 12 weeks Directorate Risk
above 10 immediate attention.
Register –
Department
Strategies will need to be
Management Team.
developed to reduce or eliminate
(monthly), Corporate
the risk.
Risk Register –
Wider Corporate
Contingency plans will be
Management Team
required.
and Corporate
Management Team
(quarterly)

Corporate Risk
Register
Executive
(quarterly)
Corporate
Overview
Scrutiny
Committee
(quarterly)
Council (annually)
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Stage 5 – Review and Report (continued)
Risk Reporting
Regular reporting enables senior management and members to be fully aware of the extent of the risks and progression being made to
manage them. The Authority will report its risk registers as per the diagram below:
Escalation

Corporate
Plans

Legislative
Change

Change
Project
Partnership

CLT,
Executive &
Council

Corporate
Risk Register
Wider CLT
R
I
S
K
A
S
S
E
S
S
M
E
N
T

Scrutiny

Corporate
Overview
Committee and
Appropriate
Scrutiny
Committee

DMT in line with
monitoring
guidelines

Risk
Register

Service
Risk

Change

Risk
Register

Audit Reports

Project
Risk

:

Assurance

Review,
Challenge and
Monitor

Risk
Register

Risk Identification

Business
Planning
Process

Monitoring and Reporting

Appropriate
Scrutiny
Committee (on
an exception
basis as
minimum)

High and critical risks

High and critical risks

DMT

High and critical risks

Partnership Board
& DMT

High and critical risks

Project Manager
& DMT
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Appendix A - Examples of risk categories

Those associated with failure to deliver central or local policy and objectives,
relating to the organisation’s reputation and the public perception of the
organisation’s efficiency and effectiveness.
Change of Government Policy
Delivery of / wrong strategic priorities
Unfulfilled promises to electorate
Reputation management
Failure to deliver policy
Not meeting government agenda
Political make up








Community planning oversights/errors
Response to innovation/modernisation
Change of government policy
Decision making structure
Stability of political situation
Corruption/Fraud

Economic/Financial









Arising from the national, local and organisation specific economic situation: affecting the ability of the Council to meet its financial commitments. These include
internal budgetary pressures, consequences of proposed investment decisions,
missed business and service opportunities. Those associated with financial
planning and control.
 Treasury Risk (investments, reforms)
 General economic problems
 Misuse of financial resources
 High cost of capital
 Prioritisation, allocation, appropriate
 Borrowing, lending, investments and
budgets, monitoring
interest rates
 Poverty indicators
 Budgetary position
 Failure of internal controls
 General/regional economic situation
 Failure to insure major financial
 Council tax levels
liabilities
 Impact of civil emergency (e.g. floods)
 Regional economic problems
 Demand predictions (e.g. on demand
led services like benefits, social care)

Social

Political/Reputation

Corporate Risks

Arising from the national and local demographics and social trends. Those relating
to the effects of changes in demographic, residential or socio-economic trends.
Risks relating to the Council’s ability to meet the effects of changes in
demographic, residential or social economic trends.
 Social changes – needs, expectations
 Children at risk
and attitudes
 Older people
 Demographic profile (age, race etc)
 Meeting the needs of disadvantaged
individuals/communities
 Residential patterns and profile (e.g. mix
of public private housing, commuter
 Regeneration/Employment
belt)
 Failures in partnership working
 Health statistics and trends
 Lifelong Learning
 Leisure and Cultural provision
 Crime statistics and trends
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Environmental

Legislative/Regulatory

Technological

Appendix A - Examples of risk categories (continued)

Arising from technological change and the organisational technological situation.
Those associated with the capacity of the organisation to deal with the pace/scale
of technological change, or its ability to use technology to address changing
demands. Also the consequences of internal technological failures affecting the
organisation’s ability to deliver its objectives. Those relating to reliance on
operational equipment (e.g. IT systems or equipment and machinery).
 Technological/ICT strategy
 Security and standards e.g. back up,
recovery, confidentiality, penetration
 Technological change/advance and
and attack of IT systems by hackers
capacity to deal with change/advance

Technological demand – customer
 Current use of/reliance on technology
needs and expectations
 Current or proposed technology partners

Failure of key system or key
 State of architecture
technological project
 Obsolescence of technology

Technological support for innovation
 Current performance and reliability
 Procurement of best technology and
sustainability of system

Arising from current and potential legal changes and the organisations regulatory
information.









New legislation – national and
European law
New regulations
Exposure to regulators – e.g.
auditors/inspectors, intervention
Responsiveness to criticism
WPI

European directive – procurement
Section 17 - Crime and disorder act
1998
Equality Legislation
CCA – Emergency preparedness,
Business continuity, disaster recovery
Targets, performance and annual
reports





Arising from inherent issues concerned with the physical environment.





Land use – green belt, brown field sites
Waste disposal and recycling issues
Exposure to drainage problems/flooding
erosion/subsidence
Impact of civil emergency (e.g. flood)
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Traffic problems/congestion
Planning/transportation
Pollution, emissions, noise
Climate change
Energy efficiency

Customer/Citizen

Competitive

Appendix A - Examples of risk categories (continued)

Arising from the organisations competitive sprit and the competitiveness of
services (in terms of cost or quality) and/or our ability to deliver best value.








Position in league tables/benchmarking
Success in securing funding
Relationships with neighbours and
partners e.g. competitive or collaborative

Bids for government funding
Cost, quality and Value for Money
Competition for service users

Arising from the need to meet current and changing needs or expectation of
customers and citizens.








Customer care
Extent and nature of consultation
with/involvement of community e.g.
community groups, local businesses,
focus groups, citizens panels etc
Demographics – analysis, understanding
Relationship with community leaders,
tenant groups etc.






Service delivery – response,
feedback, complaints, compliments
Reputation management – public and
media communication
Outcomes for area (targets etc)
Service delivery –response,
feedback, complaints, compliments
Visibility of services e.g. refuse
collection, street cleaning

Professional/Managerial

Operational Risks
Arising from the need to be managerially and professionally competent. Risks
associated with the particular nature of each profession or risks associated with the
professional competencies of Council Officers. (e.g. lack of training, over reliance
on key officers, recruitment and retention, CRB’s).






Professional, managerial standing of
key officers
Stability of officer structure/
management teams
Key staff changes and personalities
Competency and capacity –
organisational and individual
Profession – specific issues








Turnover, recruitment and retention,
talent management and succession
planning
Change – implementation and
management
Training and development
Partnership working
Management frameworks and
processes – efficient, effective
Mission, Vision and Values

Financial

Arising from the financial planning and adequacies control framework








Financial situation of Authority
Level of reserves
Budgetary policy and control
Delegation of budget and financial
disciplines
Monitoring and reporting systems
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Control weaknesses –fraud.
irregularity and corruption
Grants and external funding
Insurance – adequacy of covers, level
of self-funding
Efficiency, invest in priorities,
disinvestments non priority areas
Interest rates, inflation, income tax etc.

Appendix A - Examples of risk categories (continued)

Legal

Arising from physical hazards or possible gains associated with people, land,
buildings, vehicles, plant and equipment (e.g. fire, security, accident prevention,
and Health & Safety).
 Asset Management – nature and state
 Security – staff, assets, buildings,
of asset base including record keeping
equipment, plant, machinery, vehicles

Assets
– purchase, leasing, sales, rent,
 Commitment to health and safety and
revenue, income, maintenance
wellbeing of staff, partners and the
community
 HR strategy – training development,
health etc.
 Risk assessments
 Accident and incident record keeping
 Business Continuity
 Maintenance practices
 Loss of physical assets
 Health and Safety

Legal challenges, judicial review
Adequacy of legal support
Boundaries of corporate and personal
liabilities






Sufficient reserves to defend legal
challenge or unrecorded liabilities
Reputation management
Partnerships – legal liabilities,
contractual liabilities

Arising from partnership/and contracts. Risks associated with the failure of
the Council’s contractors and partners to deliver services or products to the
agreed cost, specification or timescales).



Projects

Contractual/Partnership/





Physical

Arising from changes to legislation and / or possible breaches of legislation.





Key partners – from public, private
and voluntary sectors.
Large scale projects involving
joint ventures
Outsourced services
Relationship management
PFI schemes
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Quality issues
Over reliance on key provider
Change – change control, exit
strategies
Legal liabilities, contractual liabilities.
Non compliance with procurement
policies
Business continuity – partnership/
contractor arrangements
Performance of partners/contractor
arrangements

Appendix B – Corporate Risk Themes

Category

Examples

Resource
Management

1. Property
2. ICT
3. Organisational Development /Workforce
4. Information (electronic and non-electronic)

Economic

1.
2.
3.
4.
5.

Recession
External Funding
Budget Management
Pension Fund
Fraud

Business

1.
2.
3.
4.
5.
6.

Performance/Priorities/Improvement
Community Needs/Customer Engagement
Business Continuity / Emergency Planning
Partnerships
Corporate Governance
Projects and programmes

Environmental

1. Waste Management
2. Damage/loss
3. Regeneration

Legal

1. Legislation
2. Procurement
3. Health and Safety

Social

1. Children
2. Adults
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Appendix C – Risk Register Template

Residual
Risk Score
(After
Controls)

Status

Impact

Status

●
●
●

Likelihood

Current
Controls
Impact

●
●
●

Likelihood

●
●
●

Consequences

Trigger

Theme

Category

Ref No.

Description of Risk

Inherent
Risk Score
(Before
Controls)

Propose
d further
controls
to
mitigate /
reduce
risk

●
●
●
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Risk
Owner

Appendix D – Risk Management – A One Page Summary

Risk Management is about getting the balance right between innovation and change on the one hand, and the avoidance of shocks and crises on the other.
Stage 1 Clarify your
key priorities
Understand
what you are
trying to
achieve.
Objectives can
be at service or
corporate level.
Can also be
projects and
partnerships.

Stage 2 – Identify your risks

Stage 3 – Evaluate / Assess your risks

Best done in groups, including other team
members in the scoring process will get a
more balanced view.

Combination of the impact and the likelihood of an
event and its consequences.

RISK: It’s the chance of something
happening that will have an impact on
objectives.
When:
• strategic planning
• change initiatives

Likelihood

• partnerships and projects
• options appraisals
• any decision making process

3

3

6

9

12

2

2

4

6

8

1

1

2

3

4

1

2

3

4

Categories can help:
Corporate / Operational
Risk identification prompt (below)

Impact
Low

Medium

High

Critical

Stage 4 – Decide
on your
response to the
risks
Concentrate on
your top risks.
• Can we reduce
the likelihood?
• Can we reduce
the impact?
• Can we reduce
the
consequences?
Tolerate
Treat
Transfer
Terminate
Devise
contingencies
Business
continuity
planning for
“show-stoppers”
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Stage 5 – Monitor, Review and
Report your risks

Risk
score
Low
green
score
1 -3

Frequency
of review.
0 – 12
months

Medium
Amber
4-6

0-6
months

High
Red
score
7-9

0 – 12
weeks

Critical
Dark
red/
pattern
above
10

0 –12
weeks

Monitoring
Service Risk
Register –
risk
owners/team
meetings/
DMT.
Service Risk
Register - risk
owners/team
meetings and
DMT
Directorate
Risk Register
– DMT
Corporate
Risk Register
– C MT
Directorate
Risk Register
– DMT
Corporate
Risk Register
– CMT

